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About Project E-ARK

« E-ARK is a 3-year multinational research project co-funded by
the European Commission under its ICT Policy Support
Programme (PSP) within its Competitiveness and Innovation
Framework Programme (CIP).

« The goal of the E-ARK Project is to pilot archival services to
keep records authentic and usable based on current best-
practices. These will address the three main endeavours of an
archive — acquiring, preserving and enabling re-use of
information.

« E-ARK brings together a core group of European national
archives, four leading research institutions, three providers of
archiving software solutions and services, two government
agencies, and two international membership organizations that
represent the communities who stand to benefit from the
project: data owners/providers, archives, software vendors
and solution providers.




Overview

* Implications of EC’s proposed reform of data protection
rules
— Fines and enforcement
— Territorial reach
— Scope of personal data
— Justifications for processing (stricter rules for retention & use)
— Data protection officers
— Security and breach notification
— Processors and supply chain
— Data portability
— Right to be forgotten
— International transfers
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What will change under the Regulation?
Sanctions are the real game-changer under the proposed Regulation.....
up to 100,000,000 euros or 5% of global annual turnover

There is a lot to do and it is increasingly difficult to find good resources to
support data protection compliance with the ongoing arms race among
organisations and advisors for data protection talent.

The advice is simple: You need to comply.
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Territorial reach (Articles 3 and 25)

What will change under the Regulation?

« Greatly extended legal reach
 Non-EU controllers will need to appoint representatives in the EU.

 Non-EU controllers (and potentially non-EU processors) doing
business in the EU with EW data subjects' personal data should
prepare to comply.
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Potentially un-enforceable BUT gj
compliance is sensible

the huge proposed fines,







' A Broader Definition of the Scope of personal data.

What will change upg®€r the Regulatjon?

The concept of idg#tification will likEYHIO Tonger be limite@to the possibility
of knowing the g#fdress, name, etc. of gn individual, but ratN@r will focus on
the likelihood g¢"'singling @eit=an inc Indirectly
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Justifications for processing (stricter rules)

What will change under the Regulation?

The Regulation is similar to the current regime, though there is a proposed
raising of the bar and narrowing of several justifications.

Major changes are proposed to the specific rules for obtaining valid
consent.

Consent must meet strict criteria to be valid, including a clear layout for the
consent document and the specific language or content of such consent.

Comment and practical advice

The new regime is significantly more restrictive, notably by raising the bar
for consent and by narrowing the scope of the "legitimate interests"
justification.
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' Data protection officers (to be made compulsory?)

What will change under the Regulation?
The duty to appoint a DPO has been heavily debated ever since the

publication of the first draft ul@tion.
Governance: Impact asse tain hlgher risk processing (Art.33).
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Comment and practical advice™ =

Data controllers are likely to have to carry out assessments to analyze and
minimize the risks of their data processing and the impact on data subjects.
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Mandatory breach notification

What will change‘g_nder the Regulation?

Data breaches should be the regulator and, where the breach

puts individuals' data at risk, to

Comment and practical advice

Data controllers and processors will
breaches within an exactinq(unre

ear up in order to notify data
our deadline.

find themselves suffering
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of serious breaches
on the other.

Data protection regulators - and the
from notification fatigue unless the Re
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Mandatory breach notification

It is inevitable that some of the highest fines under the new Regulation will
be reserved for controllers and processors who are found wanting against
the proposed exacting security standards of the Regulation.

Security, from col to Secur jon, should be a top priority for

organisations ddresSing omp . For larger organisations,

there is a pressing chal to ata h inéestigation,

categorisation, containment an tru€tur ic{l)?l]'y within the
lag’'sh

cloak of legal privilege. Data breach and cri d be drafted
and road-tested. >
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Comment and
practical advice

The increased
obligations and shifts in
liability, combined with
the potential exposure
of both customers
(controllers) and their
suppliers (processors)
to massive fines, will
have a profound impact

on supply chains.
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Data portability

What will change under the Regulation?

Introduction of a n lght for dat@subjects to transfer their personal data in
a commonly-used ic format from one data controller to another
without hindrance fro rlglnal contrpller.

The detall of those electronlé\( d the practicalities of such transfers
would be fleshed out by the Comir |S§bn In delegated legislation.
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Comment and practical advice W
Data portability is one of the mos Cq versial pro

Is in the draft, with
many saying it would be better addréssed in c@ r competition law.

There is concern that forci “ ) ansfer personal data may
require disproportionate co N rtlcularly In markets Where there
IS no consumer "lock-in" - a







Right to be forgotten

g uced and search engines in
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International transfers

What will change under the Regulation?

The new framework still relies on adequacy decisions, appropriate
safeguards and, in their absence, on derogations for specific situations.

Comment and practical advice

It is expected that the new transfer regime will carry forward most of the
data transfer solutions available under the current framework with some
further clarifications.




